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On terminology (1) 

 
 
 
 
 
 

• Blockchain: ‘a data storage system using linked sequential chunks of 
information… a chain of blocks designed to create an immutable ledger of 
transactions’ 
 

• Blockchain network / system: ‘collection of computers running software 
that maintains a blockchain in a consistent state called “consensus”’ 

 
• Distributed ledger: general term often used for blockchains and similar 

consensus-based systems 
 

• Cryptocurrency: (“digital” or “virtual” currency) based on cryptography 
rather than central-bank control of the money supply 
 

 
K Werbach, The Blockchain & the New Architecture of Trust, p. 14 

 
 



 
 
 
On terminology (2)  
 
  

• Public and permissionless: blockchain network that is open and 
anonymous – anybody that downloads the OS software can participate 
(e.g. Bitcoin, Ethereum)  no single point of failure 
 

• Private and permissioned: ledger can only be accessed if required 
authorization is granted, often on private networks and run on 
proprietary software (e.g. Ripple) 
 

• Public – private as a spectrum: in between there is a range of hybrids 
 
• But… no universal agreed upon definition of blockchain 

– Legal analysis requires framing the exact scope of the distributed ledger 
technology at issue 

 
 
 

 
 



On the technology (1) 

• Blockchain is not a completely new technology 
 

• It is a combination of pre-existing technological foundations: 
 

– Distributed ledgers 
• p2p network of validation nodes that communicate on a decentralized basis 

 
– Asymmetric cryptography 

• Science of secure communications  
 

– Merkle trees (or “Hash Trees”) 
• ‘can be used to verify any kind of data stored, handled and transferred in and between 

computers. They can help ensure that data blocks received from other peers in a peer-to-
peer network are received undamaged and unaltered, and even to check that the other 
peers do not lie and send fake blocks.’ (Wikipedia, Merkle Trees) 

 
 
 
 
 

 
 



 
On the technology (2) 
 

 
 

• A blockchain consists of connected ‘nodes’ (data storage points) between which information is circulated 
• Together, the nodes = distributed ledger, where every participant has a simultaneous copy of the data 
• Decisions on which info enters the ledger are made by ‘consensus’ of the nodes 
• Data are stored on the ledger in a ‘block’ with other data in ‘hash’ form, arranged in specific timestamped order 

(the ‘chain’)  [Hash: mathematical function that transforms content into string of letters & numbers] 

Every node is 
independent and 
interconnected 
with each other 

Networks 



Hiroshi Sheraton & Birgit Clark, Blockchain And IP: Crystal Ball-Gazing Or Real Opportunity? PLC Magazine 
(October  2017), p. 40 © PLC/Baker & McKenzie 2018 [reproduced with permission of the authors] 

Nodes 
Maintain a full or 
lightweight copy 
of the blockchain  

Some Nodes 
are Miners, 
who 
compete to 
validate new 
blocks 

Mining is a ‘repetitive lottery (random) process’  winner gets to validate the next block (+ a block reward)  Full 
nodes then independently check  ledger for legitimacy of the block  consensus mechanism PoW: arbitrary 
cryptographic puzzle involving ‘hashes’  winning the lottery requires ‘massive and growing computing power’  
cheating costly & difficult (…51% attack) 

Individuals 
Usually do not 
operate nodes 
but connect via 
3rd party services 
(e.g. Wallets) 

 
On the technology (3) 
 



 
Recent history 

• 2008: financial crisis  
 

• …Publication of ‘Bitcoin: A Peer-to-Peer Electronic Cash System’, by 
Satoshi Nakamoto (pseudonym)   
 

– “We have proposed a system for electronic transactions without relying on trust” 
 

• 2015: launch of the Ethereum, an open software platform based on 
blockchain technology that enables developers to build and deploy 
decentralized applications  
 
 

• Ethereum allows the creation of ‘smart contracts’ on their distributed 
network 

 

– ‘self-executing code that automatically processes its inputs when triggered 
– small computer program that executes on each node (computer) of a blockchain 

network and this independently of the control of a single actor. (Finck 2019) 
– Mostly encode ‘if-then’ conditional statements 

 
• Bitcoin as an app ant Ethereum as the app store 

 
 
 
 
 
 

 
 



 
 
 
 

Tremendous excitement about the 
technology, including in the area of IP 





 
 
 
 

But also justified skepticism 
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Issues at the core of 
© reform proposals 
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Copyright-relevant characteristics of the technology 
 

• Departure point: blockchain as general-purpose technology  
 
 
 
 
 
 

©  
features 

Distributed Ledgers 

Tokenization & digital 
scarcity 

Smart Contracts 

Decentralization & 
Disintermediation 

Design: open vs closed 
(spectrum) 



©  
features 

Distributed Ledgers 
Creation + admin/ of © data 

Adaptable to specific © uses 

Tokenization & digital 
scarcity 

Unique representation of © tokens  
(off-chain storage of files) 

Addresses non-excludability online 

Smart Contracts 
Automation + standardiz/ © transactions 

incl. performance & remuneration  
(also w/ tokens) 

Decentralization & 
Disintermediation 

Trustless on-chain transactions dispense 
middlemen* btw/ artist & audience 
*publishers, labels, CMOs, OSPs 

Design: open vs closed 
(spectrum) 

Public permissionless difficult for © in 
general (see P2P) and in particular (see 

proprietary metadata) 
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a) On © fragmentation (simplified example) 

Source: Terry Fisher, Copyright X, Lecture 8 (Illustrations) 



a) On © fragmentation (a bit less simplified) In the EU: 
   + Performers’ rights 
   x 28 Member States 

vs 

Source: Terry Fisher, Copyright X, Lecture 8 (Illustrations) 



 
Blockchain and Copyright Intersections 
1. Private Ordering 
 

• a) Fragmentation  
 

– Territorial & substantive 
 

– In theory: 1 © “title” per territory/fragment + assignment & licensing 
permutations  

• NB © contract law not harmonized in the EU  diversity 
 

– Risks 
• Failure of tokens & Smart Contracts to translate complexity 

– Ex ante: how to code for fragmentation? Non-binary or 
contextual terms? Subjective & factual judgments?  

– Ex-post: Immutability is problematic 
» E.g. contextual E&Ls? Quality of performance? 

• Misuse as DRM 2.0. enforcement tool – overreach  
• Legal effect: Enabling de facto transactions w/out de iure effects 

 
 
 
 
 



 
 
Blockchain and Copyright Intersections 
 
 

Blockchain Copyright 

1. Private ordering 
 

2. Registries 
 

3. RMI 
 

4. Fair Remuneration 
 



Blockchain and Copyright Intersections 
2. Registries: formalities; orphan works / public domain 

• DLTs for the registration of data on © works 
– Data  on initial ownership, moment of creation, RMI, terms of use, etc.  
– “Active” registries also allow © owners (as account holders) to transact 

rights 
 
• Most blockchain © registries run on the Ethereum platform (e.g. 

Blokur, JAAK) 
 

• Some exceptions: 
– Bernstein – Bitcoin blockchain 
– Creativechain – own blockchain (currency: CREA) 

 
 
 
 



Blockchain and Copyright Intersections 
2. Registries: formalities; orphan works / public domain 

• Risks 
 

• a) Bad faith registrations of non-owners + immutable records 
(Guadamuz) 

– Hot to correct/rectify (retroactively) ownership data & enforce court orders re: 
inaccurate claims? 

– Possible solution: centralization of registration authority  still blockchain? 

 
• b) Abundance & diversity of registries (Janssens & Vanherpe 2018) 

– ’Renewed scattering of © repertoire’ 

 
• c) Banned formalities? 

– Mandatory: prohibited under art 5(2) Berne 
– Voluntary 

• E.g. CMOs DB of metadata (standard codes) for music recordings 
• Legally compliant ‘new-style’ formality, even if it becomes the ‘de 

facto’ norm 
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Blockchain and Copyright Intersections 
4. Fair Remuneration 

3 potential – and related – roles: 
 
• a) Enable payments in competition w/ existing platforms 
• b) Replace legal licenses for mass uses (or CMOs) 
• c) Transparency on payments for creators 

 
 
 
 

Rightsshare.com:  
direct music licensing  
between artists & digital  
service providers 



Blockchain and Copyright Intersections 
4. Fair Remuneration 

3 potential – and related – roles: 
 
• a) Enable payments in competition w/ existing platforms 

– New licensing tool: registration + smart contracts + (micro) payments 
– But: new middlemen? 

 
• b) Replace legal licenses for mass uses (or CMOs) 

– Standardization w/ machine-readable licenses: blanket smart contract licensing? 
– What about proprietary (legacy) metadata of CMOs & OSPs? 

 
• c) Transparency on payments for creators 

– Core concern for online music and artists 
– See CRM Directive + 15—16 DSM  
– Cultural economics: transparency per se insufficient  
– Blockchain transparency as aid, not solution 
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The year was 1996 



Also in 1996 

• Blockchains as a tool to monitor © use and combat infringement 
 

• DRM 2.0? 



Promise vs Hype 

 

• Blockchains 2.0 will not replace © law online, but can shape its 
application 
 

• Registries + automated self-executing licenses (+ payments) are 
promising 
 

• Main issues: 
• Ensuring (esp. legacy) high-quality metadata for © works 
• Mapping © hyper-fragmentation onto smart contracts  
• Accounting for dynamic E&Ls ↔ smart contract overreach 
• Validity + conflict resolution of self-executing immutable smart contracts 
• End-user adoption in light of superior services (e.g. Spotify & Netflix) 

 

• Conceptual alignment ©/blockchain but legal-technical incompatibilities 
 

• To overcome them, the technology must reach much higher level of 
development, scalability, reliability & market adoption…  
 

• Hybrid agreements and public-private blockchains as the future?  
 
 
 
 
 
 
 
 



Thank you  
 
j.p.quintais@uva.nl 
Twitter: @JPQuintais 
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